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Abstract— The advent of 5G networks has revolutionized wireless 

communication by providing enhanced data rates, ultra-low latency, 

and massive connectivity. However, these advancements demand 

highly efficient, flexible, and scalable hardware solutions to meet the 

rigorous requirements of next-generation communication systems. 

Field-Programmable Gate Arrays (FPGAs) have emerged as a 

pivotal technology in addressing these challenges, offering 

unparalleled reconfigurability, parallel processing capabilities, and 

hardware-level optimization for 5G applications. This paper explores 

the integration of FPGAs in 5G infrastructure, focusing on their role 

in accelerating the security processing using the Authentication and 

Key Agreement (AKA) protocol. Additionally, the paper delves into 

design considerations, challenges, and future directions, 

highlighting FPGAs' potential to drive innovation in 5G and beyond. 

Keywords—5G networks, Cybersecurity, Authentication and Key 

Agreement Protocol, HMAC-SHA256, FPGA, Hardware 

Implementation; 

I. INTRODUCTION

Since the initial development of 5G mobile networks in 
2019; 5G has rapidly established itself as the dominant mobile 
network worldwide. According to the Global System for 
Mobile Communications Association (GSMA), the adoption 
rate of 5G reached 43.1% in the United States by the fourth 
quarter of 2022 [1]. The 5G networks and their 
telecommunication standards have been designed to address the 
modern demands of telecommunications, offering advanced 
features such as Enhanced Mobile Broadband (EMBB), 
Massive Machine-Type Communications (MMTC), and Ultra-
Reliable Low-Latency Communications (URLLC) [2]. To 
ensure the seamless and efficient delivery of high-quality 
services through these features, 5G requires enhanced security 
compared to previous mobile network generations. The 3rd 
Generation Partnership Project (3GPP), which is responsible 
for standardizing 5G, has established standards for 5G security, 
including fundamental architecture, security procedures, and 
specialized functions [3, 4]. 

A cornerstone of 5G security is primary authentication, 
serving as the initial security checkpoint for accessing 5G 
environments. For primary authentication, two standard 
protocols have been adopted: the 5G Authentication and Key 
Agreement (5G-AKA) and the Enhanced Extensible 
Authentication Protocol Method for 3G Authentication and 
Key Agreement (EAP-AKA’) [3, 5]. The 5G-AKA is primarily 

designed for devices conforming to the 3GPP standard, while 
EAP-AKA’ is tailored for non-3GPP devices. 

These protocols allow a User Equipment (UE) and a Home 
Network (HN) to mutually authenticate and exchange 
cryptographic keys to secure subsequent 5G communications. 
Compared to their predecessors (e.g., EPS-AKA and EAP-
AKA), they have undergone significant improvements [4, 6]. 

However, 5G networks face new challenges. With the rapid 
development of 5G technology and the proliferation of 5G 
applications, emerging threats and attacks necessitate stronger 
security requirements. Through the Authentication and Key 
Management for Applications (AKMA) [7], cryptographic 
credentials generated during primary authentication can be 
reused for application authentication in 5G environments. 
Nevertheless, current security methods exhibit limitations, 
highlighting the need for stronger protection through public-
key-based measures and the implementation of forward 
secrecy. For EAP-AKA’, enhancements have been made to 
support forward secrecy (known as EAP-AKA’-FS) [8]. 
Meanwhile, for 5G-AKA, modifications have been proposed to 
enhance unlikability and forward secrecy [3, 9, 10]. 

It is important to mention the relationship between cloud and 
5G is crucial for the development and performance of digital 
services. Below the most important issues are mentioned (See 
Table 1, Table 2 and Table 3):  

TABLE 1: Benefits of 5G for Cloud Computing 

Reduced 

Latency: 

5G provides latency as low as 1 

millisecond, allowing for rapid 

communication between devices and 

cloud services. 

Faster Data 

Transmission: 

With speeds of up to 10 Gbps, access 

to cloud services becomes nearly 

instantaneous, improving the user 

experience. 

Enhanced Data 

Processing: 

The ability to quickly transfer data 

allows for efficient processing of large 

datasets and training of machine 

learning models. 

Collaboration 

with Edge 

Computing: 

5G facilitates the development of edge 

computing, enabling data processing 

closer to the source and reducing the 

load on central cloud servers. 
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TABLE 2: Challenges of the 5G and Cloud Relationship 

Infrastructure 

Costs: 

The deployment of 5G requires 

significant investments in 

infrastructure, such as towers and base 

stations. 

Security 

Concerns: 

The increase in connected devices may 

lead to more cyberattacks, making data 

security critical. 

Bandwidth 

Management: 

Managing the increased data flow 

requires advanced techniques to avoid 

network congestion. 

Compatibility: Many existing cloud architectures may 

need upgrades to fully leverage the 

capabilities of 5G. 

 

TABLE 3: Future Trends 

AI-Based 

Applications: 

AI algorithms will benefit from faster 

data processing and reduced latency. 

Decentralized 

Cloud Services: 

The development of edge computing 

will lead to decentralized solutions 

from cloud providers. 

5G-Cloud 

Ecosystems: 

Collaboration between 

telecommunications providers and 

cloud services will create integrated 

ecosystems that offer end-to-end 

services. 

Green 

Computing: 

5G-supported cloud solutions will 

promote energy-efficient operations by 

reducing the loads on data centers 

through edge computing. 

 

In the present article, the implementation of a well-known 
5G-AKA-Forward Secrecy (5G-AKA-FS) security protocol on 
FPGA, specifically on the Zedboard platform, was attempted. 
The implementation was based on the widely used Milenage 
algorithm [11] and the specifications defined in the 3GPP 
standards. The primary difference lies in the modification of the 
encryption algorithm, where instead of the well-known AES 
(Rijndael), an HMAC-SHA 256 was used. 

To further evaluate the robustness of the 5G-AKA protocol 
and its enhancements such as 5G-AKA-FS, previous works 
have conducted formal analyses and verification. In [13], Basin 
et al. presented a comprehensive symbolic analysis of the 5G 
authentication protocols using the Tamarin Prover. Their work 
revealed several critical vulnerabilities—such as linkability and 
session-mixup attacks—underlining the importance of ensuring 
forward secrecy and untraceability in any proposed 
modification. The use of Diffie–Hellman-based key derivation 
with HMAC-SHA-256 directly addresses these issues by 
reinforcing unlinkability and providing session-key freshness. 

Similarly, in [14], Edris et al. formally verified the 
correctness of the primary authentication phase in 5G-AKA 
using model checking techniques. Their results highlighted 
shortcomings in the initial key agreement step, particularly 
under certain registration scenarios. The architecture proposed 
in this paper strengthens the cryptographic foundation by 
embedding formal primitives within the FPGA hardware logic 

and using mode-selectable HMAC blocks to support flexible 
authentication workflows. 

II. SYSTEM SPECIFICATIONS 

User Equipment and Home Network authenticate each other 

via a challenge-response method and establish anchor keys 

together with Serving Network SN. A key idea is that we set a 

Diffie–Hellman public key Y as a random challenge RAND, 

and a Diffie–Hellman key (DHK) is used as a key material for 

forward secrecy. This phase uses a series of HMAC_SHA-256 

cryptographic key derivation functions F1, F2, F3, F4, F5 as 

specified by TS 33.501 [3] (Fig. 1). 
 

 
Fig. 1. Computations of MAC, XRES, CK, IK, AK, in 5G-AKA-FS. 

 

In Table 4, the function parameters implemented by 

5G AKA are distinguishable. 

 
TABLE 4: 5G AKA Functions 

F1* MAC ← F1(k, SQN, AMF, RAND ⊕ DHK) 

F2 RES ← F2(k, RAND ⊕ DHK) 

F3 CK ← F3(k, RAND ⊕ DHK) 

F4 IK ← F4(k, RAND ⊕ DHK) 

F5 AK ← F5(k, RAND ⊕ DHK) 
 

The following cryptographic elements are generated during 
the authentication process: 

RAND: A 128-bit pseudorandom challenge generated by the 
HN, used to trigger authentication. 

RES: The expected response from the UE, typically between 
32 and 128 bits in length. 

CK: A 128-bit Ciphering Key used for the encryption of user 
data and signaling. 

AUTN: The 128-bit Authentication Token, comprising: 

MAC (64 bits): Message Authentication Code, 

SQN (48 bits): Sequence Number, 

AMF (16 bits): Authentication Management Field. 

IK: A 128-bit Integrity Key used to protect the integrity of 
signaling messages. 

AK: The Anonymity Key used to conceal the SQN. 

Given that HMAC-SHA-256 is employed in all derivation 
functions, input parameters are padded to 256 bits to meet the 
function's required input size. 
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III. PROPOSED IMPLEMENTATION 

 The proposed implementation is based on the 3GPP 
Milenage algorithm, with modifications that integrate HMAC-
SHA-256 instead of the standard Rijndael/AES operations [11]. 
This ensures compatibility with 5G security requirements while 
enhancing cryptographic robustness. According to the analysis 
above, the structural diagrams of the functions implemented in 
this work are described in the following figures. 

The security of systems relies on functions that utilize highly 
sensitive data, with the most critical being the Authentication 
Key � for each subscriber. In the context of the F1* function, 
which implements Network Identity Authentication, the ��� 
value is applied. The ��� is maintained as a distinct value for 
both the Home Service Network and the Mobile Station, and it 
varies for each subscriber.  

The process generates a Message Authentication Code 
(MAC), ensuring the uniqueness and validity of the 
authentication. The inputs to the algorithm include the 
parameters SQN, RAND, AMF, and K. 

Steps of the Algorithm 

Input Block Creation: 

The SQN and AMF signals are merged into a single input 
block of 256 bits, following a padding procedure to ensure 
compatibility with the input length of the HMAC-SHA256 
algorithm. 

XOR Application and Rotation: 

An XOR operation is applied to the input block with a user-
specific key OPc of the same length, which ensures the 
uniqueness of the process. The OPc is pre-encrypted using the 
HMAC-SHA256 algorithm. The modified block is then 
subjected to a 64-bit rotation. 

Addition of Constants and RAND: 

A subsequent XOR operation combines the modified block 
with a constant c1 of 256 bits and the encrypted RAND value 
(using HMAC-SHA256). 

MAC Calculation: 

The final output block is used as the input message to an 
HMAC-SHA256 system, where it is combined with the user’s 
key K, also 256 bits in length, to produce the block. 

The output of the encryption is XORed with the encrypted 
OPc of the subscriber. The result is the MAC output. 

 The use of the F1* algorithm ensures high levels of security 
through the complexity of the process and the uniqueness 
introduced by the integration of OPc and HMAC-SHA256. The 
proposed approach significantly enhances the security of 
systems requiring advanced authentication methods. 

The architecture of F1* is depicted in Fig. 2.   

The F2 algorithm is used to implement the function of subscriber 
identity authentication. Through this process, a subscriber 
identity value (RES) is generated, which serves as a subscriber 
authentication key. 

 
 

Fig. 2. Structure of F1* in 5G-AKA-FS. 

 

Inputs to the Algorithm 

  RAND: A randomly generated value sent to the subscriber. 

 K: The subscriber’s secret key, known only to the network 
and the user device. 

 OPc: The user’s private identifier, which is also the unique 
identifier of the subscriber. 

Steps of the Algorithm 

Encryption of OPc: 

The OPc is encrypted using HMAC-SHA256 with the user’s 
key (K). This produces the encrypted OPc. 

Encryption of RAND: 

Similarly, the RAND value is encrypted using HMAC-
SHA256 with the user’s key (K). 

XOR Operation: 

The two encrypted values (RAND and OPc) undergo an 
XOR operation. The result forms a data block. 

Rotation (0 bits): 

A 0-bit rotation is applied to the resulting block (essentially 
no rotation). 

XOR with Constant C2: 

The block is then XORed with a constant value, C2. 

Re-encryption: 

The resulting block is re-encrypted using HMAC-SHA256 
with the user’s key (K). 

Final XOR Operation: 

The output of the encryption is XORed with the encrypted 
OPc of the subscriber. 

Output (RES): 

The final output of this process is the RES value (Subscriber 
Authentication Key), which serves as the signal for F2. 

This procedure ensures the security of subscriber authentication 
by leveraging cryptographic mechanisms (HMAC-SHA256) 
and the uniqueness of the key (K) and the identifier (OPc). 

The same stages and steps are executed for the F5 function, 
which generates the AK (Anonymity Key). The main difference 
lies in the rotation of the block before the final encryption. 
Instead of a 0-bit rotation as in F2, a 96-bit rotation is applied as 
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in F5 (see Table 6). Additionally, after the rotation, an XOR 
operation is performed with the constant C5 (see Table 5). 

The architecture of F2 and F5 is illustrated in Fig. 3. 

 

Fig. 3. Structure of F2 and F5 in 5G-AKA-FS. 

 

The processes for F3 and F4 are identical to those of F2 and F5. 
The key difference lies in the rotation of the block before the 
final encryption (see Table 6). Additionally, after the rotation, 
an XOR operation is performed with the constants C3 and C4, 
respectively (see Table 5). 

Fig. 4 shows the F3 function.  

 

Fig. 4. Structure of F3 in 5G-AKA-FS. 
 

And finally, the structure of F4 is depicted in Fig. 5.  

 

Fig. 5. Structure of F4 in 5G-AKA-FS. 

 

The constants that are used to the implementation of 

functions describes in hex in Table 5 while the rotation values 

are described in Table 6. 

 
TABLE 5: Constant Values 

Constant Value 

C1 0x0 

C2 0x1 

C3 0x2 

C4 0x4 

C5 0x8 

OP 0xCDC202D5123E20F62B6D676AC72CB318 
 

TABLE 6: Rotate Values 

Rotation Bits 

R1 64 bits 

R2 0 bits 

R3 32 bits 

R4 64 bits 

R5 96 bits 

A. Core 

The main components that were implemented and constitute 

the core of the system are, the HMAC-SHA256, which 

incorporates the basic SHA256 module, and the OP 

Computation, which integrates HMAC-SHA256. The structure 

of these two main components is analyzed in the following 

diagrams. 

First, the HMAC-SHA256 is depicted in Fig. 6.  

 
 

Fig. 6. Structure of HMAC- SHA256. 

 

And then the architecture of OPc computation is depicted in 

Fig. 7.  

 
 

Fig. 7. Structure of OPc Computation. 
 

B. Implementation 

From the structural diagrams of the five basic functions, it 

was observed that 90 percent of them are identical. Therefore, 

it was proposed that the final architecture be unified, and each 

function can be selected via Mode Select signals. Thus, the 

following diagram of the final architecture and the selection 

signals for each function of the system arises. 

The selection Signal values are described in Table 7. 

 
TABLE 7: Mode Select Values 

Operation Logic Vector Values 

F1 100 

F2  000 

F3 001 

F4 010 

F5 011 

 

The proposed architecture of the Authentication and Key 

Agreement architecture is illustrated in Fig. 8. The numbers on 

the interfaces indicate the amount of information transferred in 

bits. 
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Fig. 8. shows the Complete Structural Block Diagram and their interconnection. 

 

The datapath (with green lines) of the functions is shown in the below figures (Fig. 9 to Fig. 13).  

 
Fig. 9. Datapath of F1 Function 

 

 
Fig. 10. Datapath of F2 Function. 
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Fig. 11. Datapath of F3 Function. 

 

 
Fig. 12. Datapath of F4 Function. 

 

 
Fig. 13. Datapath of F5 Function. 

 

The implementation results are shown in Table 8. The 
analysis describes the FPGA ZYNQ 7020 – G system resources 
that were committed. 

 
TABLE 8: Hardware Resources Zynq 7020 – G 

Site Type Used Available Util% 

LUT 25377 53200 47.701 

Site Type Used Available Util% 

Slice Registers 17290 106400 16.25 

MUXFX 6096 50800 12 

IO 512 512 100 

 

 As the Table 8 shows the hardware implementation of the 
proposed system covers a very small number of FPGA 
resources.  
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 The I/O limitations can be achieved through the adaptation 
to the appropriate collaboration configurations of the system. 
The conversion to an IP BLOCK can provide significant 
advantages in managing the I/O, improving the efficiency and 
flexibility of the system. 

 Finally, Table 9 describes the time characteristics of the 
proposed architecture e.g. the completion time, and the output 
throughput. The Zedboard system clock is 33,3 MHz and the 
output bits are equal to 256 bits. 

TABLE 9: Timing Report 

Function Time 
# Clocks Throughput 

(Mbps) 

F1 2.700 ns 267 31.9 

F2 2.696 ns 266 32 

F3 2.692 ns 266 32 

F4 2.696 ns 266 32 

F5 2.695 ns 266 32 

 

 A throughput of 32 Mbps at 33.3 MHz is achieved for all 
functions.  

IV. CONCLUSION 

In this work, the implementation of a 5G FPGA security 
system demonstrates significant advancements in enhancing 
network security through efficient processing and encryption 
techniques. By leveraging the flexibility and performance of 
FPGAs, this approach not only addresses current security 
challenges but also paves the way for future innovations in 5G 
technology. 
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